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2. FEEBHIA

Realtek A ANA B A BRI 5, B e/ ERABRIRHE & S A 7 S MILE, &
SN IRTTR

2.1 #5300 &% eFuse &5

Realtek W7 E4 114 USB/UART/PCM. XfF UART #:[1, ¥4 N H4/Three-wire
(H5). [FIB} Realtek W 7 AT LASCRE R R ZR/UR LR, IXUL 2 AR 2 7E eFuse H[E 2, 75 ELHf
IR B T B . 59 4N Sele B2 nT LU IS driver LTI config SCARAZ M, WiH I
BHER, PCM 241, 32k clock FL B 55, 74 € 7] LAZ% UART interface BT controller initial
guide-H4/-H5.pdf.

2.2. ZHIXEFN

ISR PSR 2 Linux PC 24822 LA Linux 245, 3 H kernel net/bluetooth C\ik
b, WA PLiE i command line 5 S EH 2 BERATRIRS), HEMIELSSHIRGEN M
Readme.txt, A4 3 Kernel # 5] LIS IS, WRARZIE RS, 15S% 3. Kernel 5 .

2.3.#%14 BlueZ

WERE 7RG RA L BlueZ 50 75 Z 85T BlueZ WA, 16 M E M www.bluez.org
NEFm LA, T X)W,

2.4. X FrH A stack B driver

WRE Ay B AE ] BlueZ Z A1 stack, W75 22 B AT I K SREN, A SCRG BA R S IIANIE H
15 2% /4 UART interface BT controller initial guide-H4/-H5.pdf X # USB interface BT
controller initial guide.pdf.
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3. Kernel #5%E

3.1.BlueZ kernel i AR %t 5E

8T shell $§4 make menuconfig ] FF net/bluetooth FIIEIIEE, WAl IEZEBLCT &
[1).config SCAF, HiIN kernel FCE W 7 A SCRE, IXHB 7% B code fE<kernel>/net/bluetooth

%

make menuconfig (kernel 4.8) [Networking support > Bluetooth subsystem support]
- Bluetooth subsystem SUEpOFt
] Bluetooth Classic (BR/EDR) features
> RFCOMM ﬁrctncnl support
1 RFCOMM TTY support
> ENEP protocol support
] Multicast filter support
1 Protocol filter support
> HIDP protocol support
] Bluetooth H1Eh Speed (H5) features
] EBEluetooth Low Energy (LE) features
] Enable LED trig %ers
% Bluetooth self festing support

[* Export Bluetooth internals in debugfs

Figure 3-1 BlueZ kernel stack set in make menuconfig

<kernel>/.config

CONFIG_BT=m
CONFIG_BT_BREDR=y
CONFIG_BT_RFCOMM=m
CONFIG_BT_RFCOMM_TTY=y
CONFIG_BT_BNEP=m
CONFIG_BT_HIDP=m
CONFIG_BT_LE=y
CONFIG_BT_DEBUGFS=y

R % A RFCOMM R A, A & % & % CONFIG_BT _RFCOMM
CONFIG_BT RFCOMM_TTY .

WIR A BNEP protocol 1 PAN B[, A5 Zi%k#F CONFIG_BT_BNEP.

WHRATEE L FF (BR/EDR Mouse/Keyboard), AN Ei%4% CONFIG_BT HIDP.

3.2.UART Transport layer IXz/1% &

il

X4y 7& UART Transport layer X0, f# F USB #1152 3.3. USB Transport Layer

B BRE -

4 Realtek Bluetooth UART driver £/ bluetooth uart driver SCAJ& PN #.h Fil.c SCAFERHE

1 & <Kkernel>/drivers/bluetooth H 3.

& B <kernel>/drivers/bluetooth F 5% N Kconfig fll Makefile S 1F, BEI%f Realtek
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config BT_HCIUART_RTL3WIRE
bool "Realtek Three-wire UART (H5) protocol support"
depends on BT_HCIUART
help
Realtek Three-wire UART (H5) transport layer makes it possible
to use Realtek Bluetooth controller with Three-wire UART.

Say Y here to compile support for Realtek Three-wire UART.

Makefile:

hci_uart-y += rtk_coex.o
hci_uart-S(CONFIG_BT_HCIUART _RTL3WIRE) +=hci_rtk_h5.0

81t make menuconfig B3 HAZAZ L kernel [FHCE S fF<kernel>/.config, ik Realtek
Three-wire (H5) driver f 32 ¥,

make menuconfig [Networking support > Bluetooth subsystem support > Bluetooth device
drivers]

<H> HCI UART driwver

UART (H4) protocol support

BC5P protocol support (NEW)

Atheros AR308x serial support (NEW)

[ ] Three-wire UART (H5) Erotocal support (NEW)
[*] Realtek Three-wire UART (H5) protocol support
[ 1 Intel protocol support (NEW)

Oualcomm Atheros protocol support (NEW)

Intel AGGEXX protocol support (NEW)

Marvell protocol support (NEW)

Figure 3-2 Realtek Three-wire UART (H5) support in make menuconfig

<kernel>/.config

CONFIG_BT_HCIUART=m
CONFIG_BT_HCIUART H4=y
CONFIG_BT_HCIUART _RTL3WIRE=y

3.3.USB Transport Layer Iz &

4 Realtek Bluetooth USB driver 47" bluetooth usb_driver X3¢ R A .c Fl.h ST D1
Z kernel/driver/bluetooth FH % .

&4 kernel/driver/bluetooth H % T Kconfig 1 Makefile, /1% Realtek Bluetooth HCI
USB driver 132

Kconfig:

config BT_HCIBTUSB_RTLBTUSB
tristate "Realtek HCI USB driver support"
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depends on USB

help
Realtek Bluetooth HCI USB driver.
This driver is required if you want to use Realtek Bluetooth
device with USB interface.

Say Y here to compile support for Bluetooth USB devices into the
kernel or say M to compile it as module (rtk_btusb).

Makefile:
obj-S(CONFIG_BT_HCIBTUSB_RTLBTUSB)  :=rtk_btusb.o
rtk_btusb-objs :=rtk_bt.o rtk_misc.o rtk_coex.o

183d make menuconfig BiEECL kernel HFCE M, 1A Realtek Bluetooth HCI USB
driver 1 3 ¥,

make menuconfig [Networking support > Bluetooth subsystem support > Bluetooth device
drivers]

<M> HCI USE driwver
[*] Broadcom protocol support
Realtek -r?tocal support

< > H DIO driver
<M> HCI UART driver
[*]  UART (H4) protocol support

Figure 3-3 Realtek HCI USB driver support in make menuconfig

<kernel>/.config

CONFIG_BT_HCIBTUSB_RTLBTUSB=m

3.4.AVRCP input device support

R EH AVRCP 1] Up, Down, Left £ 3% 8 {E A1 press/release 15 2B input device 1545
PSR U 75 24T 9T kernel user level driver support (UINPUT). e Xin] LLE I make
menuconfig B & 24 kernel IR B SCAHFT I

make menuconfig [Device Drivers > Input device support > Miscellaneous devices]
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User level driver support

Figure 3-4 User lever input device support

<kernel>/.config

CONFIG_INPUT_MISC=y
CONFIG_INPUT_UINPUT=m

3.5.HOGP user-space HID support

W EHE HoG (I KEY 1, KEY 2, KEY ESC Z:4#48Hilid input device %45 Fl 7 127,
] 75 B 4T kernel 1] user-space I/O driver support for HID subsystem(UHID).  Bti& A LIS
it make menuconfig B & kernel FHCE SCAFHT I .

make menuconfig [Device Drivers > HID support]

User-space 170 driver support Tor HID subsystem

Figure 3-5 UHID driver support

<kernel>/.config

CONFIG_UHID=m

4. Bluez %

4.1.BlueZ 4wi%*

M BlueZ B M (www.bluez.org) F# BlueZ Jit5, ST MEmIF. miFdiET bR E
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FEAE BlueZ KB E, W1 D-Bus, GLib &5, f7£18 H BlueZ 5.xx, WRAHT, SCHRFINREEK
%, JHARML M 3, R FE R LE 68, ZOK kernel iR 3.5 A E, BlueZ 5.0 &
PL_E . Realtek BT driver 3 %F kernel A 2.6.32 UL F.

BlueZ )% 1% 1] LLZ 25 <bluez-5.xx>/README. 15 5t i#id configure FEATHLE , S8 5 9w 1%
A PLIE L configure 34— YL HE , 15| U --enable-test 7] DA% 1% <bluez-5.xx>/test | [ — 4 test
T H; BlueZ H--enable-experimental i T34 il T heartrate %5 plugins, B &1 LLFE
Makefile.plugins X/, &4 if EXPERIMENTAL (#8532 H45 . B 4T BlueZ 5.xx, 7
B4k H bluetoothetl, FT-MHK, &1 configure Z%{( Hy--enable-client.

BlueZ " AN E E kY configure it EH 9¢: CONFIGDIR. STORAGEDIR. &
fIIXF LT configure Z40 5> 7 /& --sysconfdir fll--localstatedir. CONFIGDIR #& BlueZ daemon
bluetoothd it & S I/ B . STORAGEDIR 7& BlueZ bluetoothd 17/ 5 — > adapter £l
AR devices 5 B I E

configure:

if (test "Ssysconfdir" = 'S{prefix}/etc'); then
configdir="9{prefix}/etc/bluetooth"
else
configdir="S{sysconfdir}/bluetooth"
fi

if (test "Slocalstatedir" = '${prefix}/var'); then
storagedir="${prefix}/var/lib/bluetooth"
else
storagedir="5{localstatedir}/lib/bluetooth"
fi

# 1% README %W &:
Jconfigure  --prefix=/usr  --mandir=/usr/share/man  --sysconfdir=/etc  --localstatedir=/var
--libexecdir=/lib

CONFIGDIR H/etc/bluetooth, STORAGEDIR >y/var/lib/bluetooth. bluetoothd(J& [l <41
Y] z:jJ}:AT CONFIGDIR H 4% main.conf U4 34T L & - 7 main.conf #1 7] LL1X & name,
class S35 H o P ZKE main.conf SCAFTBERS R H 3 T .

bluetoothd 7£ STORAGEDIR ] adapter address 13 22 %F—4 remote device LA
address 81 & S0 EJe, H i info S S AFEA#Z device A5 K., 41 Name, Class, LinkKey,
LongTermKey 5.

[root@linux-pc /var/lib/bluetooth]# cat 00:05:44:33:22:11/33:E0:33:67:98:12/info
[LongTermKey]

Key=27708DFD10B8C6FA085C637D04AEB13E

Authenticated=0

EncSize=16

EDiv=13763

Rand=1129395808884020994
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[ConnectionParameters]
MinlInterval=12
MaxInterval=12
Latency=14
Timeout=100

[General]

Name=REALTEK_RCU

Appearance=0x03c0

AddressType=public

SupportedTechnologies=LE;

Trusted=false

Blocked=false
Services=00001800-0000-1000-8000-00805f9b34fb;0000180a-0000-1000-8000-00805f9b34fh;00
00180f-0000-1000-8000-00805f9b34fb;00001812-0000-1000-8000-00805f9b34fb;00001813-000
0-1000-8000-00805f9b34fb;0000ffd0-0000-1000-8000-00805f9b34fh;1800;180a;180f;1812;1813
;ffdO;

[DevicelD]
Source=1
Vendor=93
Product=1
Version=8485

4.2.UART hciattach

hciattach tool /& BlueZ * UART 2 W F =il 2 f&EwI a6t TH, *F USB M1
W R A X A R

XfF Realtek Bluetooth UART, i&5fHH] driver £ rtk hciattach H % RIS 49 128 A B
rtk_hciattach, A EA{HH BlueZ % Hi 1] heiattach. #J4A4LITIETT rtk_hciattach -n -s 115200 ttyS1
rtk_h5 8% rtk_hciattach -n -s 115200 ttyS1 rtk_h4 iy 2347, HPHBE OREAHRAESTEES
ZENGIE

4.3. R E A S

W A R HATUG A I R 75 N A S, X% T UART #2 KA RI {E heiattach_rtk.c H15E 3
SO BT AE R H e BROABRAR IR -

#define FIRMWARE_DIRECTORY "/lib/firmware/rtlbt/"
#define BT_CONFIG_DIRECTORY "/lib/firmware/rtlbt/"
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XFF USB #2 N R, driver 1T BRAL requestfirmware()$RHX & 44, XN R A A 4K
AR EFE S AR, —RIGOIXA BN/ firmware. 75 2% BT 1 6 X7
REIAELE, FFR [ AR D2 H 5%

4.4.bluetoothd 5z}

bluetoothd #& BlueZ [—/NFH it #2E, SZEL T A2DP, AVRCP, GATT, SDP % profiles, i
$2it D-Bus services 25 /ML 7 H

£ J3 3] bluetoothd Z Hil 75 #2568 B A T JLAPBL & «

1. i\ bluetooth.conf ELJil & 7F/etc/dbus-1/system.d H & T, JH 3l bluez #HF2: bluetoothd
-n -d; X Bluez 5.xx, FJPAYSIN-C S44, $2 deprecated command line interfaces, 41 sdptool
browse local.

W15 bluetoothd JAEN M, HILLLF log:

D-Bus setup failed: Connection ":1.12" is not allowed to own the service "org.bluez" due to
security policies in the configuration file
M AT e A& D-Bus AR 7] @, A LATE /etc/dbus-1/system.d/bluetooth.conf H 78Il

<policy user="root">
<allow own="org.bluez"/>
<allow send_destination="org.bluez"/>
<allow send_interface="org.bluez.Agent1"/>
<allow send_interface="org.bluez.MediaEndpoint1"/>
<allow send_interface="org.bluez.MediaPlayerl"/>
<allow send_interface="org.bluez.ThermometerWatcherl"/>
<allow send_interface="org.bluez.AlertAgent1"/>

<allow send_interface="org.bluez.Profile1"/>
<allow send_interface="org.bluez.HeartRateWatcher1"/>
<allow send_interface="org.bluez.CyclingSpeedWatcher1"/>
<allow send_interface="org.bluez.GattCharacteristic1"/>
<allow send_interface="org.bluez.GattDescriptorl"/>
<allow send_interface="org.freedesktop.DBus.ObjectManager"/>
<allow send_interface="org.freedesktop.DBus.Properties" />
<!--for bluez 4 -->
<allow send_interface="org.bluez.Agent"/>
<allow send_interface="org.bluez.HandsfreeAgent" />
<allow send_interface="org.bluez.MediaEndpoint"/>
<allow send_interface="org.bluez.MediaPlayer"/>
<allow send_interface="org.bluez.Watcher"/>
<allow send_interface="org.bluez.ThermometerWatcher" />
<allow send_type="method_call"/>

</policy>

WIERANZ LA root 1217 bluetoothd, 75 ZLARINAHRL user 1) policy, #1 root policy 2Lk, i
IR, REHE AT SUs<policy user="xxx">
12/34
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AT ELE root BLFR T 3iE4T bluetoothd.

2. WEREA UART #0O/FKFH, T5Z0K#BT DIS pin $i7 high 3@ rtk_hciattach 5%
WA AIECE . rtk_hciattach -n -s 115200 ttyUSBO rtk_h5;

3. 1 terminal H# A rfkill list 257 Bluetooth JIRZS . WIS FRZA Blocked: yes, &1
F rfkill unblock bluetooth & ¥ 4 IR7# A Blocked: no.

4, BHIEF Wk R: 81T bluetoothetl, 7EHHE MM Ar 447 H 4 AN\ power on ELF fiiH
heiconfig T.H, 74 A heiconfig hei0 up. X A# A bluetoothet] {5 5t W 7

5. BlueZ AR
LERHE BlueZ 2 J5, AT LI I 42 B — Bt T LA
5.1.8%F. &2k Controller E &

hciconfig -a AJ L7 Controller f)—LEFEA(E B, AT LU bluetoothetl 1) show fir 4
# & Controller {5 /2. (bluetoothetl 7E 5.2 # 2. FoX M7 im ¥ £ 2 Ui BH) .

7t BlueZ [1J main.conf (/etc/bluetooth/main.conf) 1 ] LA B Name. Class %515 & . W%
1B Controller 7EFHLEZE b ¥ 2% b 1 /R bR, AT DME LK class. BIANEERECEAL, A&
B 0x210404. (Only the major and minor device class bits are considered). [FH 75 ZEI
plugins/hostname.c, VB4 8% update name()F update_class() = I HS

5.2.#E&. EEXNAERTRIEE

BlueZ 24t T — M 24T T bluetoothetl, SZHL T GAP #:1E. AT T
<bluez-5.xx>/client/ H % F o 157E root AR NIZ4T bluetoothetl, 3N P 2471,

[bluetooth]# show //EX & ¥ i #5 1] Power J£ 75 yes, WIS Power 4 no, NIZAT power on
[bluetooth]# power on

[bluetooth]# agent NolnputNoOutput // 7] PA15 & HAt 10 caps, Wl KeyboardDisplay
[bluetooth]# default-agent

[bluetooth]# scan on //F3HE 2N M. K 1% 25 5, 1% scan off 5< 4] scan.

[bluetooth]# pair 00:22:48:DC:89:0F //Ht i 17t iy ¥ £%

[bluetooth]# connect 00:22:48:DC:89:0F //3%E 22175 iy 15 £

Bkt 522 J5, AT LME ] [bluetooth]# trust 00:22:48:DC:89:0F F54 44 LARL % ok i 4 4% % B
N trusted, BEGLULE A RIE, 1ERIRS BN, ZRAFHIN Yes/No. WHRIERIRS %
BN, A agent, Mo, SAMITFEL.
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5.3. 7] RO A] 2

AR T ERYH SRR, WFEESTIH Inquiry Scan. G153 R o] DU IER:, W7
PJF )5 Page Scan.

Inquiry Scan #l Page Scan 1] Ui i heiconfig 7 /5 : heiconfig hei0 piscan. Z40 & L F

piscan: # Page Scan fll Inquiry Scan ##] JF;

iscan: ¥ 4] H Inquriy Scan;

pscan: {X#TH Page Scan;

noscan: X[ Page Scan I Inquiry Scan.

H hciconfig hci0 leadv [type] 7] LA#%i| adapter &% LE Adverting, type %A advertising
type (0~4); H hciconfig hci0 noleadv {5 1 advertising.

{5 FH| bluetoothetl 1 7] AFTFFA] LA AT IEHARL A, %\ discoverable on 7] LA[RJH 4T FF
discoverable I connectable, ERIATE LI A K2 limited discoverable, T84 180s. 1R A
discoverable — B % , M| ¥ & main.conf H ] Discoverable Timeout A 0. 4~ i {# ] discoverable
on AN2FTJF LE advertising. WIS ARZFT I #E, 0T LAEH _EH Y heiconfig hei leadv, tHA]
DI F heitool emd &% HCI LE commands ¥ &) #&#% 2 8 5.

5.4.Test tools

BlueZ A4t 7 —26 T B, mTRLINRIEATIRE, BEAARICEE<bluez-5.xx>/tools/ H K T«
FEMIR BlueZ Z B B J6 ZARIUE bluetoothd HEFE O 4 1B 21T 7 H -~ i &gk
7] F hciconfig —a ik .

[alex_lu@linux-pc /tmp]$ sudo hciconfig -a
hcil:Type: BR/EDR Bus: UART
BD Address: 34:C3:D2:0E:AE:36 ACL MTU: 1021:8 SCO MTU: 255:16
UP RUNNING PSCAN ISCAN
RX bytes:11078 acl:62 sco:0 events:153 errors:0
TX bytes:9582 acl:63 sco:0 commands:75 errors:0
Features: Oxff Oxff Oxff Oxfe Oxdb Oxff 0x7b 0x87
Packet type: DM1 DM3 DM5 DH1 DH3 DH5 HV1 HV2 HV3
Link policy: RSWITCH HOLD SNIFF PARK
Link mode: SLAVE ACCEPT
Name: 'luke-INP-131LT-MMTBKCN'
Class: 0x0c010c
Service Classes: Rendering, Capturing
Device Class: Computer, Laptop
HCI Version: 4.0 (Ox6) Revision: Ox1e6c
LMP Version: 4.0 (Ox6) Subversion: 0xa747
Manufacturer: Realtek Semiconductor Corporation (93)

14 /34




S:4 REALTEK

Realtek Linux Bluetooth porting guide

(@) hciconfig: HCI Et& T E

sudo hciconfig hci0 up /* Open and initialize HCI device */

sudo hciconfig hci0 iscan ~ /* Visible */

& heiconfig cmd 7] FH heiconfig --help 3k 53 8¢ £ & <bluez-5.xx>/tools/hciconfig.c 3L -

[alex_lu@linux-pc /tmp]$ sudo hciconfig -h
Password:
hciconfig - HCI device configuration utility

Usage:
hciconfig
hciconfig [-a] hciX [command ...]

Commands:
up Open and initialize HCI device
down Close HCI device
reset Reset HCI device
rstat Reset statistic counters
auth Enable Authentication
noauth Disable Authentication
encrypt Enable Encryption
noencrypt Disable Encryption
piscan Enable Page and Inquiry scan
noscan Disable scan
iscan Enable Inquiry scan
pscan Enable Page scan
ptype [type] Get/Set default packet type
Im [mode]  Get/Set default link mode
Ip [policy] Get/Set default link policy
name [name] Get/Set local name
class [class] Get/Set class of device
voice [voice] Get/Set voice setting
iac [iac] Get/Set inquiry access code
inqgtpl [level] Get/Set inquiry transmit power level

ingmode [mode] Get/Set inquiry mode

inqdata [data] Get/Set inquiry data

inqtype [type] Get/Set inquiry scan type

ingparms  [win:int]  Get/Set inquiry scan window and interval
pageparms [win:int] Get/Set page scan window and interval

(b) hcitool: HCI T &
sudo hcitool cmd <ogf> <ocf> <parameter1> <parameter2> ... /* Send HCI command */

15/34
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sudo hcitool lescan /*scan other le bluetooth device*/.
HE hcitool emd 7] H hceitool --help 338 £ & tools/hcitool.c 3L

(c) I12ping: 2cap WiXFE4
12ping <address>

[alex_lu@linux-pc /tmp]$S sudo I2ping 9c:fb:d5:87:03:a3

Ping: 9c:fb:d5:87:03:a3 from 34:C3:D2:0E:AE:36 (data size 44) ...
44 bytes from 9c:fb:d5:87:03:a3 id 0 time 6.02ms

44 bytes from 9c:fb:d5:87:03:a3 id 1 time 17.46ms

44 bytes from 9c:fb:d5:87:03:a3 id 2 time 26.25ms

B 7 LA E T HAN, BlueZ 424 T btmgmt, btgatt-client, btgatt-server, gatttool 25 F [ 1.
H.

5.5.Test scripts

BlueZ &t D-Bus /% socket #2115 F/Z N HIAH. <bluez-5.xx>/test/ H & N A7 UG A
FH G 7~ ane] 4 FIX 2642 1. D-Bus 32 I 61— % & python A, socket #2117& C
RIS, AT PAS 25 IR SR SO RS2 2 N IR

5.6. &R RS

U SR B B A Bz iy SRR profile, 7 LAHEH sdptool SEHK
Y AL SCHFIP profile:  sdptool browse local
NOTE:i&47 bluetoothd i ZJji-C Z44.

[alex_lu@linux-pc /tmp]S sudo sdptool browse local
Browsing FF:FF:FF:00:00:00 ...
Service RecHandle: 0x10000
Service Class ID List:

"PnP Information" (0x1200)
Profile Descriptor List:

"PnP Information" (0x1200)

Version: 0x0103

Browsing FF:FF:FF:00:00:00 ...

Service Search failed: Invalid argument
Service Name: Generic Access Profile
Service Provider: BlueZ
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Service RecHandle: 0x10001
Service Class ID List:
"Generic Access" (0x1800)
Protocol Descriptor List:
"L2CAP" (0x0100)
PSM: 31
"ATT" (0x0007)
uint1l6: 0x0001
uint16: 0x0005

Service Name: Generic Attribute Profile
Service Provider: BlueZ
Service RecHandle: 0x10002
Service Class ID List:
"Generic Attribute" (0x1801)
Protocol Descriptor List:
"L2CAP" (0x0100)
PSM: 31
"ATT" (0x0007)
uint16: 0x0006
uint16: 0x0009

Service Name: AVRCP CT
Service RecHandle: 0x10003
Service Class ID List:
"AV Remote" (0x110e)
"AV Remote Controller" (0x110f)
Protocol Descriptor List:
"L2CAP" (0x0100)
PSM: 23
"AVCTP" (0x0017)
uint16: 0x0103
Profile Descriptor List:
"AV Remote" (0x110e)
Version: 0x0106

Service Name: AVRCP TG
Service RecHandle: 0x10004
Service Class ID List:

"AV Remote Target" (0x110c)
Protocol Descriptor List:

"L2CAP" (0x0100)

PSM: 23
"AVCTP" (0x0017)
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uint16: 0x0103
Profile Descriptor List:
"AV Remote" (0x110e)
Version: 0x0105

Service Name: Audio Source
Service RecHandle: 0x10005
Service Class ID List:
"Audio Source" (0x110a)
Protocol Descriptor List:
"L2CAP" (0x0100)
PSM: 25
"AVDTP" (0x0019)
uint16: 0x0103
Profile Descriptor List:
"Advanced Audio" (0x110d)

F sdptool browse <address> ] DA A5 1378 Uiy 15 £ S H# ] profile.

6. Profile MR

BlueZ #2fit D-Bus API. socket #% I RIF A JL2 iy EER A, P T DAZEG A
filh EIF RN, W] DA E R A — SR I PR AR P AT R

— Linux based %1 Ubuntu/Debian KAT A W48 H 77 BlueZ KM AT UL, AT LLTE
XL 2458 FAYE AR 1 MRS A A 7 VAR 3 5

6.1.A2DP and HFP

BlueZ SZHL 1 a2dp Wil )z, HZE 7 75 B A B FH 4z il B 2 (1) &7 2 )2 audio data b5
K foH %, blueALSA Al PulseAudio H X HF X #H o T g, W &
https://github.com/Arka/bluez-alsa fll http://pulseaudio.org F#JEMS I F2IE ) Linux R4,

BlueZ $24it[1] a2dp audio #H5% D-Bus £ 1 7] PA#FE doc/media-api.txt.

1E BlueZ 5.0 2 J5, HFP {EN external profile, 75 % ZMH N FHFEFSEEL . Bluetoothd R
P5TE B rfcomm BEi% . SEIL HFP BTSN F A blueALSA 1 oFono. blueALSA J& 144
28, oFono EARSLHL T HFP, {H /2 audio 4> Hi PulseAudio Zb 2, it LL'E1 16 75 ZEF1 PulseAudio
S5 A 4 RESEIL HFP.

HFP f{] audio data 7] LLIEIE HCI 8(# PCM 4% I A£45 I 4 1% 1] &% . Realtek $2 it Config file
5 audio data i@ HCI /&3, &2 PCM #H,
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XFR NI, A4 52 BRF Code Size Limit. PulseAudio /& —/MELEE KITIFE & &R
4i(Sound Server for Sound Routing), X flash LLE/MAHR A IM A BAR IF FIIEFE . %18
bluez-alsa [ ¥t B , This project[Bluez-alsa] is a rebirth of a direct integration
between Bluez and ALSA. Bluez-4.xx W% I BT #] ALSA [ sound routing, {HZ7E
Bluez-5.xx H', XFh P EMERBFZE, BT audio routing %1 5-3K 25 =77 17 audio app, tLl
PulseAudio. AT LA H 5 FPIRZS A2 Wi R 448 H BT audio, 5t 424 Zii | Pulse Audio 5% i FH| Bluez-4.xx.
Bluez-4.xx CAMN, BT WA HYEY, Bluez H 77 #E4718 F Bluez-5.xx. JiT LA %% PulseAudio
FEME— W IR

Bluez-alsa AJ LL#4X PulseAudio, 11 HAKHiE />, Bluez-alsa 73T 1] Bluez [T 31
audio profile. Bluez-alsa FJSZE 3T ALSA PCM plugin.

1. Dependencies
e Alsa-lib
*  Bluez-5+
*  Glib with GIO support
e Sbe

2. mERZE
T %% bluez-alsa JRACHD:
$ git clone https://github.com/Arkq/bluez-alsa.git
$ autoreconf --install
$ mkdir build && cd build
$ ../configure --enable-aac --enable-debug
$ make && make install
bluealsa daemon ZE{LL T bluetoothd 21T T mainloop H, bluetoothd iz 17 ) i i <= 1@ 1 dbus
Rt service: H 1 — > /& RegisterProfile(), bluealsa ¥ 4G40 I BRI IF I a2dp-source, hsp-ag,
hfp-ag 3 > profile. WIRAL profile, AJLAHH-p Z%1. U1 sudo ./src/bluealsa -p a2dp-source
-p a2dp-sink -p hfp-hf ..., A LLEIIAZ sre/bluealsa.c ) struct ba_config config JKSZH .

[alex_lu@linux-pc ~/bluez-alsa]$ sudo ./src/bluealsa

Password:

./src/bluealsa: ctl.c:548: Starting controller loop

./src/bluealsa: bluez.c:680: Registering endpoint: /A2DP/SBC/Source/1
./src/bluealsa: bluez.c:914: Registering profile: /HSP/AudioGateway
./src/bluealsa: bluez.c:914: Registering profile: /HFP/AudioGateway
./src/bluealsa: main.c:281: Starting main dispatching loop

3. A2DP usage
1) A2DP Sink
1F terminal ;

$ sudo bluealsa-aplay 00:00:00:00:00
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1E bluetoothet] 1
[bluetooth]# connect xx:XX:XX:XX:XX
2) A2DP Source
$ sudo aplay -D bluealsa:HCI=hci®,DEV=xx:XX:XX:XX:XX:XX,PROFILE=a2dp xxx.wav

4. HFP
1) Hands-free
1E bluetoothct] H
$ connect XX:XX:XX:XX:XX
FEFHL EESE RS, 7E terminal H1i847:
$ sudo bluealsa-aplay --profile-sco 00:00:00:00:00
LGN E Ve b BET B0 7 B A
[ s A LA FH DA R iy 238 70— B 8k 16-bit wav U, 0 7 BENT 2 ¥ .
$ sudo aplay -D bluealsa:HCI=hci@,DEV=xx:XX:XX:XX:XX:XX,PROFILE=sCcO XXX.wav
2) audio gateway
A1 Hands-free 28100, {H 2RI 2 LB SCRF HFP &4, HAT ZERATHE. (A
NV AT BESCH FLTE D) BE
1E bluetoothet] HE#E HALEH &4
1E terminal Hiz4T:
$ sudo bluealsa-aplay --profile-sco 00:00:00:00:00
X H LIRS, R ERENT BT A
[ A LA BA R i 2 3% 75— B 8k 16-bit wav U, 077 BEWT 2 ¥ .
$ sudo aplay -D bluealsa:HCI=hci@,DEV=xxX:XX:XX:XX:XX:XX,PROFILE=sCcO XXX.wav

E: B PCM #IO10°F 4, W1 Linux PC, 1 #if# Config file /7 7Efic & f4 00 01 00,

6.1.2.PulseAudio

a. (RX)ix

B 5T ERLAE A PulseAudio AH 221 intltool, libtool, json-c, libsndfile, sbe. @1 AE PC
Linux(Ubuntu or Gentoo or etc) Fllif, JGAfiNIXLE packages &5 C4 %34,

4mPF pulseaudio, Z%(for example) 41T

J/configure --with-gnu-1d \
--enable-shared \
--enable-dbus \
--disable-static \
--disable-x11 \
--disable-oss-output \
--disable-oss-wrapper \
--disable-coreaudio-output \
--disable-esound \
--disable-solaris \
--disable-waveout \
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--disable-gtk3 \
--disable-gconf'\
--disable-jack \
--disable-asyncns \
--disable-tcpwrap \
--disable-lirc \
--disable-hal-compat \
--disable-openssl \
--disable-xen \
--disable-systemd \
--disable-systemd-journal \
--disable-manpages \
--disable-per-user-esound-socket \
--disable-neon-opt \
--disable-atomic-arm-linux-helpers \
--disable-ipv6 \

--disable-glib2 \
--without-speex \
--disable-systemd-daemon \
--disable-systemd-login \
--disable-systemd-journal \
--with-system-user=root \
--with-system-group=root \
--with-access-group=root \
--prefix=/usr \
--sysconfdir=/etc \
--localstatedir=/var \
--libdir=/lib \
--datarootdir=/usr/share \
--disable-bluez4 \
--enable-bluez5 \
--enable-alsa \

--enable-udev \
--enable-bluez5-native-headset \
--enable-bluez5-ofono-headset

WRF &2 MrATF &, T ERYE CPU Type ¥ Jl--host=xxx-linux, {1 arm-linux,
mips-linux .

RSP 5% A udev, NHE--enable-udev { i --disable-udev

IR R 7 B3 FF alsa, 1--enable-alsa 2 A --disable-alsa. — A% W, W15 2 57 4F a2dp sink,
AH RS ST FF alsa.

TE4 7 PulseAudio A 1H 1IEAf 1% B LIBISON _CFLAGS, LIBJSON_LIBS,
LIBSNDFILE_CFLAGS, LIBSNDFILE_LIBS (¥fF PC Linux, AN Z5&00X 2 environments,
— R RGH B L)
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b. 1247 PulseAudio

1217 pulseaudio HI 75 Z A0 —LLlL B CH# VB RS, 41 daemon.conf, client.conf,
default.pa, system.pa. —f%{E Linux PC L, IXYEHCE SCAF#5 45 U2 /etc/pulse/ H 3% . B H 3 H
configure [f]--sysconfdir 5 7E . X THRAXFRSE, AlAea S HFH .

pulseaudio --start

pulseaudio iz 17 i 14 A PL 47 I --log-level=X, --dl-search-path=<modules FIT 7t i 1% >,
--file=<pa 5 & L& CAF>. ELan modules FT7E % 2 /lib/pulse-x.x/modules, pa J& 4% G B
A N /ete/pulse/default.pa BX 3 /etc/pulse/system. pa

i&4T#r4: pulseaudio -n --log-level=3 --dl-search-path=/lib/pulse-7.1/modules
-file=/etc/pulse/default.pa B3 /usr/bin/pulseaudio -n --log-level=3
--dl-search-path=/lib/pulse-7.1/modules --file=/etc/pulse/system.pa —system

-n RARAINELERINT default.pa B3 system.pa.

pa it & LI #42 H configure ff)—sysconfdir Z (1€ . HLUl--sysconfdir=/etc, | pa
B B S FTE B8 4% M /ete/pulsel o

modules #4% H configure ffJ--libdir Z2# ¥ %€ . HLi--libdir=/usr/lib, M| modules AT 7E £$4%
H/ust/lib/pulse-x.y/modules/, HH x.y #& pulseaudio F @A S, Fl4n 6.0,7.1 5.

B R 2 R LIRAZ {7 pulseaudio daemon. ik — kAR T &4 B root 2%
1817 PulseAudio. DA root AUPRIZAT pulseaudio, IZATILI AN system-wide, IZATHIfE NS4

--system.
P\ PulseAudio B 7] (e 75 EARPE L 7 LW B AR log 554
o 0: error

e 1:error + warn
e 2:error + warn + info
*  3:error + warn + info + debug

—HF4EEWFT T error + warn + info log.

n B OB Rl B0 4 R ¢ maine: Failed to acquire org.pulseaudio.Server:
org.freedesktop.DBus.Error.AccessDenied: Connection ":1.46" is not allowed to own the service
"org.pulseaudio.Server" due to security policies in the configuration file 7, 5 B 7E
Jetc/dbus-1/system.d/pulseaudio-system.conf ( Itk 3 1 >k Z T <pulseaudio-x.y>/src/daemon/
pulseaudio-system.conf) HE IIUT N N 25 WIHR L@ FI21T pulseaudio, FEIXAN AN
Sl DA policy, N ZFN root F S 24,

<IDOCTYPE busconfig PUBLIC
"-//freedesktop//DTD D-BUS Bus Configuration 1.0//EN"
"http://www.freedesktop.org/standards/dbus/1.0/busconfig.dtd">
<busconfig>
<policy user="root">
<allow own="org.pulseaudio.Server"/>
<allow send_destination="org.bluez"/>
<allow send_interface="org.bluez.Manager"/>
</policy>
<policy user="pulse">
<allow own="org.pulseaudio.Server"/>
<allow send_destination="org.bluez"/>
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<allow send_interface="org.bluez.Manager"/>
</policy>
<policy context="default">

<deny own="org.pulseaudio.Server"/>

<deny send_destination="org.bluez"/>

<deny send_interface="org.bluez.Manager"/>
</policy>

</busconfig>

&I B S system/default.pa, /%X module-bluetooth-policy, module-bluetooth-discover.

load-module module-bluetooth-policy
load-module module-bluetooth-discover

c. MK A2DP

2% 52 %R X AEERmEE, EERET .

# pactl list modules //#fi & module-bluez5-discover A1 module-bluetooth-policy £ 1%,
# pactl list cards /& /& card

Card #0
Name: bluez_card.00_18 91_00_24_57
Driver: module-bluez5-device.c
Owner Module: 12
Properties:
device.description = "WOOWI HERO"
device.string = "00:18:91:00:24:57"
device.api = "bluez"
device.class = "sound"
device.bus = "bluetooth"
device.form_factor = "headset"
bluez.path ="/org/bluez/hci0O/dev_00 18 91 00 24 57"
bluez.class = "0x240404"
bluez.alias = "WOOWI HERO"
device.icon_name = "audio-headset-bluetooth"
device.intended_roles = "phone"
Profiles:
headset_head_unit: Headset Head Unit (HSP/HFP) (sinks: 1, sources: 1, priority: 20,
available: yes)
a2dp_sink: High Fidelity Playback (A2DP Sink) (sinks: 1, sources: 0, priority: 10,
available: no)
off: Off (sinks: 0, sources: 0, priority: 0, available: yes)
Active Profile: off
Ports:
headset-output: Headset (priority: 0, latency offset: 0 usec)
Part of profile(s): headset_head_unit, a2dp_sink
headset-input: Headset (priority: O, latency offset: 0 usec)
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Part of profile(s): headset_head_unit

# pactl list sinks

Sink #1
State: SUSPENDED
Name: bluez_sink.00_18 91_00_24 57
Description: WOOWI HERO
Driver: module-bluez5-device.c
Sample Specification: s16le 1ch 8000Hz
Channel Map: mono
Owner Module: 20
Mute: no
Volume: mono: 43691/ 67%
balance 0.00
Base Volume: 65536 / 100%
Monitor Source: bluez_sink.00_18 91 00 24 57.monitor
Latency: 0 usec, configured 0 usec
Flags: HARDWARE HW_VOLUME_CTRL LATENCY
Properties:
bluetooth.protocol = "headset_head_unit"
device.intended_roles = "phone"
device.description = "WOOWI HERO"
device.string = "00:18:91:00:24:57"
device.api = "bluez"
device.class = "sound"
device.bus = "bluetooth"
device.form_factor = "headset"
bluez.path ="/org/bluez/hci0/dev_00_18 91 00 24 57"
bluez.class = "0x240404"
bluez.alias = "WOOWI HERO"
device.icon_name = "audio-headset-bluetooth"
Ports:
headset-output: Headset (priority: 0)
Active Port: headset-output
Formats:

pcm

B E profile A4 a2dp sink. W1 pactl list cards 7~ BlueZ Card [ Active Profile 4

a2dp_sink, T2 B HARAE o

# pactl set-card-profile bluez_card.00_18 91 00_24 57 a2dp_sink
SR P Failure: No such entity #¥7% connection A& 75 Wi .
Ing wav LA

# pactl upload-sample /usr/share/sounds/alsa/Front_Center.wav sp1
HEI

# pactl play-sample sp1 bluez_sink.00_18 91 00_24 57
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6.2.AVRCP CT

BlueZ #24it[") AVRCP CT #H5K[1) D-Bus # 7 LAEE doc/media-api.txt, interface A
org.bluez.MediaControll F1 org.bluez.MediaPlayerl. org.bluez.MediaControll methods []5ZF]
{E profile/audio/control.c XAFH . BEICAF [ control_play(), control pause(),.... /& Play, Pause
& D-Bus APL [ EARSCEL . FH P o] DLRRYE F RSN EE 24845 .

6.3.LE GATT Client

6.3.1.GATT Client API

BlueZ #2t TIR £ 45 FI ] GATT Client API, J5{# /7 JF & GATT Client application.
struct bt_att *bt_att_new(int fd, bool ext_signed)

UL R £ 73 O 2R T A struct bt_att (Y Z5 48, BEZERR G5 — > socket IR 1F, 78 L2CAP
RS, bR iE H T4 51 ATT packets.

unsigned int bt_att_register_disconnect(struct bt_att *att,
bt_att_disconnect_func_t callback,
void *user_data,
bt_att_destroy_func_t destroy)
I BRSO A Kb L 4 BT O ) ] 3 R

struct gatt_db *gatt_db_new(void)
PR E 7 BiC— ) GATT database, FKR{R{Fizin GATT server $2 {1 service 5 5.

struct bt_gatt_client *bt_gatt_client_new(struct gatt_db *db,
struct bt_att *att,
uintl6_t mtu)
IR BiE— > GATT client SEH1.

unsigned int gatt_db_register(struct gatt_db *db,
gatt_db_attribute_cb_t service_added,
gatt_db_attribute_cb_t service_removed,
void *user_data,
gatt_db_destroy_func_t destroy)
SERR M 3 AR R, ARSI IS R S5 I ER S A Database B g
.
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unsigned int bt_gatt_client_ready_register(struct bt_gatt_client *client,
bt_gatt_client_callback_t callback,
void *user_data,
bt_gatt_client_destroy_func_t destroy)
BERREGEM— /N AR 2, 3K GATT Client Ready F4F. MW RARSS ER, VEMH
(5] oR B R o FRATTRT DAZE G B B AT B A IS 1S R, Bk S%
tools/btgatt-client.c ] print_services() i %L,

unsigned int bt_gatt_client_read_value(struct bt_gatt_client *client,
uint16_t value_handle,
bt_gatt_client_read_callback_t callback,
void *user_data,
bt_gatt_client_destroy_func_t destroy)
I bR U T2 handle $817] Y Attribute ) value.

unsigned int bt_gatt_client_write_value(struct bt_gatt_client *client,
uint16_t value_handle,
const uint8_t *value, uintl6_t length,
bt_gatt_client_callback_t callback,
void *user_data,
bt_gatt_client_destroy_func_t destroy)
IR % A T 2472 handle $i5 M1 Attribute ) value.

i 2% <bluez-5 xx>/tools/btgatt-client.c | fi# 5% GATT Client API [¥)f# f .

6.3.2.btgatt-client

btgatt-client A] LIz i LE device, $#ZAR%5, 5 Characteristics.

[alex_lu@linux-pc ~/bluez/bluez-5.41]S sudo ./tools/btgatt-client -d 00:E0:00:34:56:78
Connecting to device... Done

[GATT client]# Service Added - UUID: 00001800-0000-1000-8000-00805f9b34fb start: 0x0001
end: 0x0007

[GATT client]# Service Added - UUID: 00001812-0000-1000-8000-00805f9b34fb start: 0x0008
end: 0x0026

[GATT client]# Service Added - UUID: 00001801-0000-1000-8000-00805f9b34fb start: 0x0027
end: 0x002a

[GATT client]# GATT discovery procedures complete
[GATT client]#
service - start: 0x0001, end: 0x0007, type: primary, uuid:
00001800-0000-1000-8000-00805f9b34fb

charac - start: 0x0002, value: 0x0003, props: 0x02, ext_props: 0x0000, uuid:
00002a00-0000-1000-8000-00805f9b34fb
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charac - start: 0x0004, value: 0x0005, props: 0x02, ext_props: 0x0000, uuid:
00002a01-0000-1000-8000-00805f9b34fb

charac - start: 0x0006, value: 0x0007, props: 0x02, ext_props: 0x0000, uuid:
00002a04-0000-1000-8000-00805f9b34fb

service - start: 0x0008, end: 0x0026, type: primary, uuid:
00001812-0000-1000-8000-00805f9b34fb
charac - start: 0x0009, value: 0x000a, props: 0x02, ext_props: 0x0000, uuid:
00002a4a-0000-1000-8000-00805f9b34fb
charac - start: 0x000b, value: 0x000c, props: 0x04, ext_props: 0x0000, uuid:
00002a4¢-0000-1000-8000-00805f9b34fb
charac - start: 0x000d, value: 0x000e, props: 0x06, ext_props: 0x0000, uuid:
00002a4e-0000-1000-8000-00805f9b34fb
charac - start: 0x000f, value: 0x0010, props: 0x02, ext_props: 0x0000, uuid:
00002a4b-0000-1000-8000-00805f9b34fb
charac - start: 0x0011, value: 0x0012, props: Ox1a, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x0013, uuid: 00002902-0000-1000-8000-00805f9b34fb
descr - handle: 0x0014, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x0015, value: 0x0016, props: Ox1a, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x0017, uuid: 00002902-0000-1000-8000-00805f9b34fb
descr - handle: 0x0018, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x0019, value: 0x001a, props: 0x0e, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x001b, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x001c, value: 0x001d, props: Ox1a, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x001e, uuid: 00002902-0000-1000-8000-00805f9b34fb
descr - handle: 0x001f, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x0020, value: 0x0021, props: Ox1a, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x0022, uuid: 00002902-0000-1000-8000-00805f9b34fb
descr - handle: 0x0023, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x0024, value: 0x0025, props: 0x0e, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x0026, uuid: 00002908-0000-1000-8000-00805f9b34fb

service - start: 0x0027, end: 0x002a, type: primary, uuid:
00001801-0000-1000-8000-00805f9b34fb
charac - start: 0x0028, value: 0x0029, props: 0x20, ext_props: 0x0000, uuid:
00002a05-0000-1000-8000-00805f9b34fb
descr - handle: 0x002a, uuid: 00002902-0000-1000-8000-00805f9b34fb
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[GATT client]# help

Commands:
help
services
read-value
read-long-value
read-multiple
write-value
write-long-value
write-prepare
write-execute
register-notify
unregister-notify
set-security
get-security
set-sign-key

Display help message

Show discovered services

Read a characteristic or descriptor value

Read a long characteristic or desctriptor value

Read Multiple

Write a characteristic or descriptor value
Write long characteristic or descriptor value

Write prepare characteristic or descriptor value

Execute already prepared write
Subscribe to not/ind from a characteristic
Unregister a not/ind session

Set security level on le connection

Get security level on le connection

Set signing key for signed write command

[GATT client]# read-value 0x0003
Read value (11 bytes): 4d 65 64 69 61 51 20 52 43 55 00

6.3.3.gatttool

b% 7 btgatt-client 24, BlueZ b4t 7 54— HAHK TH gatttool, Ik THA T

<bluez-5.xx>/attrib/ H 3%

, WERME TR MRS, 125 Characteristics 5 DIfE

[alex_lu@linux-pc ~/bluez/bluez-5.47]S sudo ./attrib/gatttool --help-all

Password:
Usage:
gatttool [OPTION...]

Help Options:
-h, --help
--help-all
--help-gatt
--help-params
arguments
--help-char-read-write
Read/Write arguments

GATT commands

--primary

Show help options
Show all help options
Show all GATT commands

Show all Primary Services/Characteristics

Show all Characteristics Value/Descriptor

Primary Service Discovery
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--characteristics Characteristics Discovery

--char-read Characteristics Value/Descriptor Read

--char-write Characteristics Value Write Without Response
(Write Command)

--char-write-req Characteristics Value Write (Write Request)

--char-desc Characteristics Descriptor Discovery

--listen Listen for notifications and indications

Primary Services/Characteristics arguments

-s, --start=0x0001 Starting handle(optional)
-e, --end=0xffff Ending handle(optional)
-u, --uuid=0x1801 UUID16 or UUID128(optional)

Characteristics Value/Descriptor Read/Write arguments

-a, --handle=0x0001 Read/Write characteristic by handle(required)
-n, --value=0x0001 Write characteristic value (required for write
operation)

Application Options:

-i, --adapter=hciX Specify local adapter interface
-b, --device=MAC Specify remote Bluetooth address
-t, --addr-type=[public | random] Set LE address type. Default: public
-m, --mtu=MTU Specify the MTU size
-p, --psm=PSM Specify the PSM for GATT/ATT over BR/EDR
-l, --sec-level=[low | medium | high] Set security level. Default: low
-l, --interactive Use interactive mode
8% primary services

gatttool sudo ./attrib/gatttool -b 00:E0:00:34:56:78 --primary

[alex_lu@linux-pc ~/bluez/bluez-5.47]S sudo ./attrib/gatttool -b 00:E0:00:34:56:78 --primary
Password:

attr handle = 0x0001, end grp handle = 0x0007 uuid: 00001800-0000-1000-8000-00805f9b34fb
attr handle = 0x0008, end grp handle = 0x0026 uuid: 00001812-0000-1000-8000-00805f9b34fb
attr handle = 0x0027, end grp handle = 0x002a uuid: 00001801-0000-1000-8000-00805f9b34fb

8% characteristics:
gatttool -b <address> --characteristics, tH R Jill = start handle Al end handle,gatttool -b <

address> --characteristics -s <start handle> -e <end handle>

[alex_lu@linux-pc ~/bluez/bluez-5.47]S sudo ./attrib/gatttool -b 00:E0:00:34:56:78 --char-desc
handle = 0x0001, uuid = 00002800-0000-1000-8000-00805f9b34fb
handle = 0x0002, uuid = 00002803-0000-1000-8000-00805f9b34fb
handle = 0x0003, uuid = 00002a00-0000-1000-8000-00805f9b34fb
handle = 0x0004, uuid = 00002803-0000-1000-8000-00805f9b34fb
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handle = 0x0005, uuid = 00002a01-0000-1000-8000-00805f9b34fb
handle = 0x0006, uuid = 00002803-0000-1000-8000-00805f9b34fb
handle = 0x0007, uuid = 00002a04-0000-1000-8000-00805f9b34fb
handle = 0x0008, uuid = 00002800-0000-1000-8000-00805f9b34fb
handle = 0x0009, uuid = 00002803-0000-1000-8000-00805f9b34fb

[alex_lu@linux-pc ~/bluez/bluez-5.47]$ sudo ./attrib/gatttool -b 00:E0:00:34:56:78

--characteristics

handle = 0x0002, char properties = O0x02, char value
00002a00-0000-1000-8000-00805f9b34fb

handle = 0x0004, char properties = O0x02, char value
00002a01-0000-1000-8000-00805f9b34fb

handle = 0x0006, char properties = O0x02, char value
00002a04-0000-1000-8000-00805f9b34fb

handle = 0x0009, char properties = 0x02, char value
00002a4a-0000-1000-8000-00805f9b34fhb

handle = 0x000b, char properties = 0x04, char value
00002a4¢-0000-1000-8000-00805f9b34fb

handle = 0x000d, char properties = O0x06, char value
00002a4e-0000-1000-8000-00805f9b34fb

handle = O0x000f char properties = O0x02, char value
00002a4b-0000-1000-8000-00805f9b34fb

handle = 0x0011, char properties = Oxla, char value
00002a4d-0000-1000-8000-00805f9b34fb
handle = 0x0015, char properties = Oxla, char value

00002a4d-0000-1000-8000-00805f9b34fb

handle

handle

handle

handle

handle

handle

handle

handle

handle

0x0003,

0x0005,

0x0007,

0x000a,

0x000c,

0x000e,

0x0010,

0x0012,

0x0016,

[alex_lu@linux-pc ~/bluez/bluez-5.47]S sudo ./attrib/gatttool -b 00:E0:00:34:56:78

--characteristics -s 0x0001 -e 0x0010

handle = 0x0002, char properties = 0x02, char value
00002a00-0000-1000-8000-00805f9b34fb

handle = 0x0004, char properties = O0x02, char value
00002a01-0000-1000-8000-00805f9b34fb

handle = 0x0006, char properties = 0x02, char value
00002a04-0000-1000-8000-00805f9b34fb

handle = 0x0009, char properties = O0x02, char value
00002a4a-0000-1000-8000-00805f9b34fb

handle = 0x000b, char properties = 0x04, char value
00002a4¢-0000-1000-8000-00805f9b34fb

handle = 0x000d, char properties = O0x06, char value
00002a4e-0000-1000-8000-00805f9b34fb

handle = O0x000f char properties = 0x02, char value

handle

handle

handle

handle

handle

handle

handle

0x0003,

0x0005,

0x0007,

0x000a,

0x000c,

0x000e,

0x0010,

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid

uuid
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‘ 00002a4b-0000-1000-8000-00805f9b34fb

6.4.LE GATT Server

6.4.1.GATT Server API

BlueZ $24ft | —%& GATT Server API, J7{#H J"J & GATT Server application.
struct bt_gatt_server *bt_gatt_server_new(struct gatt_db *db,
struct bt_att *att, uint16_t mtu)
BERR T EEZE AN struct bt_gatt server 5 HAA, IR BULTEM T exchange mtu, read by
group type, read by type % ATT request [FJAbEE pR%L

struct gatt_db_attribute *gatt_db_add_service(struct gatt_db *db,
const bt_uuid_t *uuid,
bool primary,
uint16_t num_handles)
INI—A service, 7EE 22 Ja s E R H HAh B ZN N characteristics 1 descriptors

struct gatt_db_attribute *
gatt_db_service_add_characteristic(struct gatt_db_attribute *attrib,
const bt_uuid_t *uuid,
uint32_t permissions,
uint8_t properties,
gatt_db_read_t read_func,
gatt_db_write_t write_func,
void *user_data)
ININ—A characteristic 3 attrib $5 1] 1] service.

struct gatt_db_attribute *

gatt_db_service_add_descriptor(struct gatt_db_attribute *attrib,
const bt_uuid_t *uuid,
uint32_t permissions,
gatt_db_read_t read_func,
gatt_db_write_t write_func,
void *user_data)

IS N—A~ descriptor £ attrib $5 [ [ service.

bool gatt_db_attribute_write(struct gatt_db_attribute *attrib, uint16_t offset,
const uint8_t *value, size_t len,
uint8_t opcode, struct bt_att *att,
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gatt_db_attribute_write_t func,
void *user_data)

W B attribute ) value. M pRE—KAER A W HE attribute write callback H1E L K8 H o

bool gatt_db_service_set_active(struct gatt_db_attribute *attrib, bool active)
P service.

6.4.2.btgatt-server

GATT server [JF & A] LA 2% <bluez-5.xx>/tools/btgatt-server.c.

6.5.Plugin

TE R profile, 75 ZyEM plugin, B SRR SR INUTT P 25

BLUETOOTH_PLUGIN_DEFINE(name, VERSION, BLUETOOTH_PLUGIN_PRIORITY_DEFAULT, init,
exit)

7E init PR E P OK iZ profile ¥ N F| profiles B & L, VE M profile F A 2
btd_profile register(&profilel). 7E exit I i btd profile unregister(&profilel),

SR 5 152 Makefile.plugins, ¥8J0:
builtin_modules += name
builtin_sources += <src file>

& Makefile.plugins < J& 75 B /E<bluez-5.xx>Yifd H % Fi24T— MHIA bootstrap (7] LA
HOim4), HANER:

#!/bin/sh

aclocal &&\
autoheader && \
libtoolize --automake --copy --force && \
automake --add-missing --copy && \
autoconf

2% 4.1BlueZ gii% £k Makefile 3% 1% .
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7. Debug tool

7.1.hcidump

BlueZ A $2f3THL btsnoop log ) T E heidump. BT E AT PAE T host stack 5 Bluetooth
controller Z [ B IE A #45 . b T BAL T-<bluez-5.xx>/tools/ -

heidump T B 7] DL log $TEITE terminal, 7] LAEA raw data #1775 SUORAE I SCAE, TRAEI)
SCAEFT LA Frontline ) Capture File Viewer fi##T, 7] LLH Ellisys Bluetooth Analyzer fi#AT .

PHL btsnoop log i 4>

B AT terminal:

S sudo hcidump -t

IR log TRAFF txt SCAF:

S sudo hcidump -t > xxx.txt

{#1F raw data:

S sudo hcidump -w xxx.cfa

7.2.BlueZ log

1247 bluetoothd Fif Jiil-d -n Z%4TIF BlueZ debug log (J5H5 i Fl DBG() B E4T EN I log
HORE A ) o

BlueZ 1] log [FII{RAF 2] syslog, FrLAZRE R GG K, 11 Ubuntu R4 log 2=
17 7E Ivar/log/syslog LA . % 0] AR A busybox ¥ syslogd 17, JH 3G 1E )G Gi81T
syslogd, log 4= {R171E/var/log/message LAFH o
void btd_debug(const char *format, ...)

{
va_list ap;
va_start(ap, format);
vsyslog(LOG_DEBUG, format, ap);
va_end(ap);

}
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7.3.Kernel log

BT echo 7 > /proc/sys/kernel/printk f& 24 printk 2% 7 , '} net/bluetooth 1 Realtek Bluetooth
driver [ log FTEI k.
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